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1. Introduction and Purpose
This Data Audit has been prepared to help Twyford and Thorpe Satchville Parish Council understand and document the personal data it holds, the legal basis for processing that data, how it is stored and protected, and with whom it is shared. The audit supports the council's ongoing compliance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
Parish councils are data controllers under UK GDPR and must be able to demonstrate accountability for the personal data they process. This document forms part of the council's data protection documentation and is reviewed annually or following any significant data incident, organisational change, or introduction of new processing activities.
1.1 Scope
This audit covers all personal data processed by the council in connection with its statutory and discretionary functions, including:
1. Administrative and governance activities (meetings, agendas, minutes)
1. Correspondence with parishioners, stakeholders, and partner organisations
1. Employment and volunteer management
1. Financial management and procurement
1. Planning consultation and community engagement
1. Council website and digital communications
1.2 Legislative Framework
The council's data protection obligations arise primarily from:
1. UK GDPR (retained EU law as amended by the Data Protection, Privacy and Electronic Communications Regulations 2019)
1. Data Protection Act 2018
1. Privacy and Electronic Communications Regulations 2003 (PECR)
1. Freedom of Information Act 2000 (intersects with data protection in certain cases)
1. Local Government Act 1972 (statutory records requirements)
2. Data Controller Details
	Organisation Name
	Twyford and Thorpe Satchville Parish Council

	Data Controller Role
	Philip Challoner, Parish Clerk

	Contact Address
	Old School House, 8 Church Lane, Thorpe Satchville, Melton Mowbray, LE14 2DF

	Contact Email
	clerk@ttspc.co.uk




3. Data Inventory (Information Asset Register)
The following table records the categories of personal data held by the council. This register is updated whenever new data types are introduced or existing practices change.

	Data Category
	Data Type
	Format
	Volume (Est.)
	Purpose

	Councillor details
	Personal
	Electronic & Paper
	5 records
	Governance & correspondence

	Parishioner correspondence
	Personal / Sensitive
	Email & Paper
	Variable
	Service delivery & engagement

	Employee & volunteer records
	Personal / HR
	Electronic & Paper
	
	Employment obligations

	Financial records & invoices
	Organisational
	Electronic & Paper
	Annual cycle
	Accounting & audit compliance

	Meeting minutes & agendas
	Organisational
	Electronic & Paper
	Ongoing
	Statutory governance record

	Planning consultation responses
	Personal / Organisational
	Email & Paper
	Variable
	Planning advisory function



4. Data Storage and Security
This section records where data is physically and digitally stored, who has access, and the associated risk level. All high-risk storage locations should be subject to a documented security review.

	Data Category
	Storage Location
	Access Controls
	Risk Level

	Councillor details
	Clerk's PC / website
	Password protected
	Low

	Parishioner correspondence
	Email account / filing cabinet
	Password / locked
	Medium

	Financial records
	Clerk’s PC
	Role-based access
	Medium

	Meeting papers
	Website (public) / email
	Public / open
	Low

	Contact submissions
	Email inbox
	Password protected
	Medium



4.1 General Security Measures
1. All computers used for council business are password protected and have up-to-date antivirus software installed.
1. Email accounts used for council correspondence use strong, unique passwords and, where possible, two-factor authentication (2FA).
1. Physical documents containing personal data are stored in a locked filing cabinet when not in use.
1. Removable media (USB drives, external hard drives) containing personal data are encrypted.
1. The council's website uses HTTPS (SSL certificate) and be kept up to date.
1. Councillors and staff do not use personal email accounts for council business involving personal data.


5. Lawful Basis and Retention Schedule
Under UK GDPR, the council must have a documented lawful basis for each processing activity. The following register records the lawful basis relied upon and the retention period for each data category. Data must not be retained beyond the specified period without justification.

	Data Category
	Lawful Basis (UK GDPR)
	Retention Period
	Review Date

	Councillor details
	Public task (Art. 6(1)(e))
	Duration of office + 6 yrs
	Annual

	Parishioner correspondence
	Public task / Consent
	3 years
	Annual

	Employee records
	Legal obligation (Art. 6(1)(c))
	7 years post-employment
	Annual

	Financial records
	Legal obligation
	7 years
	Annual

	Meeting minutes
	Public task / Legal obligation
	Permanent (public record)
	N/A

	Planning responses
	Public task
	6 years
	Annual

	Website enquiries
	Consent / Legitimate interest
	12 months
	Annual



5.1 Notes on Lawful Basis
1. Public task (Article 6(1)(e)): The most common basis for parish councils — processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority.
1. Legal obligation (Article 6(1)(c)): Processing is required to comply with a legal requirement (e.g., PAYE, VAT, statutory records).
1. Consent (Article 6(1)(a)): Where relied upon, consent must be freely given, specific, informed, and unambiguous. It must be as easy to withdraw as to give.
1. Legitimate interest (Article 6(1)(f)): Requires a Legitimate Interests Assessment (LIA) to be documented. Less suitable for councils where public task usually applies.

6. Third-Party Data Sharing Register
The council documents all instances where personal data is shared with third parties. Where personal data is shared with a processor (a third party acting on the council's instructions), a written Data Processing Agreement (DPA) is in place.

	Third Party
	Data Shared
	Basis for Sharing
	Safeguards in Place

	District / County Council
	Planning & governance data
	Statutory duty
	Secure email / DPA in place

	Website hosting provider
	Contact form data
	Contractual
	Data Processing Agreement (DPA)

	External auditor
	Financial records
	Legal obligation
	Professional confidentiality

	Insurance provider
	Claims / employee data
	Contractual
	DPA / privacy notice



6.1 Data Processor Obligations
Where the council uses third-party services that process personal data on its behalf (e.g., website hosting, payroll services, cloud storage), these organisations are data processors. The council:
1. Has a written Data Processing Agreement (DPA) or contract containing the clauses required by UK GDPR Article 28. (WHUK Terms and Conditions)
1. Only uses processors who can provide sufficient guarantees of technical and organisational security measures.
7. Data Subject Rights
Under UK GDPR, individuals (data subjects) have the following rights in relation to their personal data held by the council. The council must have clear procedures for handling each type of request, and must respond within the statutory timeframes.

	Right
	Description
	Timeframe

	Right of Access (SAR)
	Individuals may request a copy of the personal data held about them. The council must provide this free of charge.
	1 calendar month

	Right to Rectification
	Individuals may request correction of inaccurate or incomplete data.
	1 calendar month

	Right to Erasure
	Individuals may request deletion of their data where there is no compelling reason for continued processing.
	1 calendar month

	Right to Object
	Individuals may object to processing based on public task or legitimate interest.
	Must stop processing unless compelling grounds

	Right to Restrict Processing
	Individuals may request restriction of processing in certain circumstances.
	1 calendar month

	Right to Data Portability
	Applies to consent or contract-based processing — provides data in machine-readable format.
	1 calendar month



The council should designates the Clerk to receive and coordinate responses to data subject rights requests. A log of all requests received and actions taken is be maintained.

8. Data Breach Management
8.1 What Constitutes a Data Breach
A personal data breach is a security incident leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data. Examples include:
1. Sending an email containing personal data to the wrong recipient
1. Loss or theft of a device containing council data
1. Unauthorised access to the council's email account or cloud storage
1. Mistakenly publishing personal data on the council website
1. Paper documents containing personal data left in an unsecured location

8.2 Reporting Obligations
Where a breach is likely to result in a risk to individuals' rights and freedoms, it must be reported to the Clerk within 72 hours of the council becoming aware of it. Where the breach is likely to result in a high risk, affected individuals must also be notified directly without undue delay.

All breaches — regardless of whether they require reporting — must be recorded in the council's internal breach log, including the facts, effects, and remedial actions taken.

8.3 Internal Breach Procedure
1. Step 1: Any councillor or staff member who discovers a breach must report it to the Clerk immediately.
1. Step 2: The Clerk assesses the nature and scale of the breach and documents the details.
1. Step 3: The Clerk determines whether the breach requires action within 72 hours.
1. Step 5: Affected individuals are notified if the breach poses a high risk to them.
1. Step 6: Remedial action is taken and documented. The Chair/Council is informed at the next meeting.


9. Action Plan and Recommendations
Based on the findings of this audit, the following actions are recommended to improve the council's data protection compliance. Actions should be allocated, tracked, and reported to Full Council.

	#
	Action Required
	Priority
	Responsibility
	Target Date

	1
	Review and update Privacy Notice on council website
	High
	Clerk
	Within 1 month

	2
	Implement a formal Records Retention Schedule
	High
	Clerk / Chair
	Within 2 months

	3
	Provide councillor training on UK GDPR obligations where necessary
	Medium
	Clerk 
	Within 3 months

	
	
	
	
	

	4
	Review the website content for accuracy
	Medium
	Clerk
	Within 3 months

	5
	Schedule annual data audit review
	Low
	Clerk / Full Council
	Annually



10. Audit Sign-Off
This data audit has been reviewed and approved by the Full Council. The council is committed to maintaining high standards of data protection and to keeping this document up to date.

	Role
	Name
	Signature & Date

	Parish Clerk (Data Controller)
	P Challoner
	

	Chair of the Parish Council
	R Johnson
	



This document is subject to annual review. Amendments and version history should be recorded below.

	Version
	Date
	Summary of Changes
	Approved By

	1.0
	7th April 2026
	Initial audit document created
	Full Council
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